(69¢ 98ed 01 dn ,uoneziuonpuAs ¥ uonesIINWWO), 3¢ Ideyd) g6 jo £57 oFed

Aysioniun [euoneN uelensny ayy owwiz “y amn

"POZIU0IYDUAS 9 O} PadU $S3IJ€ JO SWIO}
|| uayy ssadoud [eD0] By} pUIISUEI] S}DYS IPIS | &1

ssadoud Jua.ind 9y} apisjno " =

10

(swisiueydaw-alemp.ey 1o ~so

‘~swnuni Aq pajoajoid pue)

AJuo Ajjedo| - =

JETHIE]

“** 9|qISIA 24 UYDIYM S}I9}43 apIs aAey suoneradQ

5199440 3pIS

uoneAnow

UOI3BZIUOIYDUAS 9 UOIIBDIUNUWIWOD)

(69¢ 8ed 0 ie: IAS 3 p D, J 7 a8 Ausianup) Je 1SNy DY GUILLZ Y IM

|82 21npadoud 2)0wWal ‘UOIBIOAUL DJOWIRY o

T ‘qWeddQ TIIHD ‘epy 89 =
XISOd 80

so3essalWl SNOUOIYDUAS o
so8essow SNOUOIYDUASY o

UOoIeZIUOIYDUAS paseq 93essay

0LX ‘fodeyD e $20|q dI1Woy
epy &1 s109[qo payoalold

D) ‘ene( & Spoylow paziuodyduAg
XISOd <1 S9|CeLIBA [RUOIIIPUOD % SOXaINN

** ‘a1eoH ‘ensyliq — esap ‘L-e|npoy =1 S10}lUOW
([eyuswiiadxa) uosipy <

ensyig — XISOd D =

suoi3aJ [ed11LID [EUONIPUOD
sasoydewag

UOIJBZIUOIYDUAS paseq Alowaw pateys
SpoYaW UONBZIUOIJYIUAS

MIIAIDAQ

UOI7BZIUOIYDUAS 9 UOIIBDIUNWWOD)

(69¢ ofed o) dn ,uor A e , ) 852 0 57 9Sed

0L0T ‘€L Arenue( — yeig
L0 UOISISA
0Lx @8en8ue7 Sujwweidolq ay3 uo 1ioday
Aelip yemseseg
[oL0gIEMSEIES]

GLog 14dy "z uo paseajal Jpdz 6 Q-2ds/Hads
JwodAernjadeyd//:dny 1o saded asinod 29s
[£6°0 uois1ap uonedynads
a8en8ueq ¢-p1°) [9dey)D]

() XL0TTS98 DI/OSI

!saueiqI] prepuels pue a8end

-UBT - [ENUBYY 9UDIDYDY EPY
[cLoZWYepY]

1SNy U 4wz Y M0 0707 O

$00T

uonipa piiy; -

uoneoydads a8endue , eaef oy

peD ‘eydeig ® Ano

‘91091 ‘g ‘Ao[ ‘sowe( ‘Suijson
[500z3ujs00)]

900¢ ‘pue[dul ‘MOJIBH ‘8-8/0vE-1TE-0-846 €L
-NgS| ‘UoIIedNPd UOSIEdd AD|SIAN-UOSIPPY
5007 epy ul Suiwwei8oiq
uyof ‘sauteg

[900zsouleg]

X-LZ8LLL-€L-0 N4SI ‘lleH
-9211Uald ‘UoIlIPa Pu0oIdS ‘9007
Sunwwei8oiq painqi
-SI(J pue Jus11NdU0)) JO $3dIdULI
HUy-usg ‘W

[9011y-uadg]

19)deyd siy) 10y saduI3)0Y

UOIIBZIUOIYDIUAS 9 UOIIBIUNWIUWO))

AJISI9AIUN |eUONEN UBI[BASNY SY] - JSWWIZ Y 9MN

UOIJBZIUOIYDUAS 3 UOI}eIIUNWWOD)

0202 A2Ud11NdU07) %9 SYIOMION ‘SWIISAS




(69¢ 28ed 0) ¥ UonEI NI saideyd) g5/ jo 19z 5ed
jpa41inbal a4e UOIIBZIUOIYDUAS 10} SDINSEIN &1
:s19[j043u00-1 91qedIpald ‘9100 918uls uo [9Ad] Jajquiasse ueyy Jaydiy Suiyidue uj

-9o110e4d Ul pazijin pue ajqissod ssajay1iaAdu sI saanons ydni
-191u1 pue suonesado-NdD jo Audiwoie ay) inoqe agpajmouy| Suikojdwa
Aq uoireziuoiyduAs :sa1ndaIydse NdD d|dwis AI9A UO [9AD] J9|qWIASSE UQ =
(‘snoJysesIp udlyo 1A ‘auel Ajjensn aie Aoy} aduls ‘sayd|3, (a1empaey) se
pajaidialul a1e $9SS900€ AIOWAW SNOUOIYIUASE WO.) SUILWI)S $109)4d AUBIN)

|1e ¥ wayy yuaaaad 1ySiw wa)sAs ay) JO 1sa1 B} Ul UOIEZIUOIYDUAS ddueyD Aq 31011d
-W| SWOS pue |[ews Aj[ensn aJe 1no uiny siond Sutwwesdoid yons ey seoueyd ay| =

{peauya usyzoue ur} {peaayz suo ur}
{fe=1} u < 1 41 4T

{speauyz ordrarnw 03 ATTEQOTS 94BTO8P} ‘T JUI
iAjread — ;031 paau am o(g
¥29yd Apueg

UOI3BZIUOIYDUAS 9 UOIIBDIUNUWIWOD)

(69¢ 98ed 01 dn ,uoneziuonpuAs x uoneoNWWO), :¢ sdeyo) g6 Jo 657 ofed

‘a1e Aoy sdeyiad 194 *

AUSIOAUP [eUONEN UBIfRNSNY YL HOWLIZ Y 9MN) 0Z0Z O

1U1aYod aq Jou Jy3iw saYded [eD0T] =1
"BlEP PAIBYS 9Y] JO DIEME SI 19[NPaYyds siy) sdeysad 194

suopjesado eyep pateys Jo aaidadsail speatyl ydniidiul sI9|NPayds Aueyy =
"9se2 [en)oe oY) 104 suoresado orwoje saiyddns sossaooud ay) sdeyiad 394

J1Wo}e 3¢ jou Ajjensn [im suonesado ayy ‘9240 ai103s-a)esado-peo| e 0} uMop uddoIg =1
‘pousiye e st 3 sdeysad 394

JlWwoje 9 Jou Ajensn |Im AJowaw urew ay} uo suone|ndiuew paugijeun <
ua8ayui 31q-g ue s1 31 sdeysod 1o

J1WO}e 3q JOU [|IM 19]|0J1U0D }Ig-9] 10 -§ € uo 19833ul }1q-49 € Suljpue =
{peouyl usyjoue ur} {peauyz auo ur}
{fe=1} u < T 41 T
{speauyy o1draTnw 03 ATTEQOTS 2J4BT29pP} ‘T JUI

éAjread — 01 pasu am o
3I9yd Ajues

UOIIBZIUOIYDIUAS 9 UOIIBIUNWIUWO))

(69¢ a8ed 0y dn u s oo, i ny oyg Howwiz -y o
“aue Aoy sdeyuad oA

JU21940d 3¢ jJ0ou YSI1w sayded [ed07] =1
')EP PaJBYS dY]) JO dIBME SI 19|NPaYIs Siy} sdeysad 194

suonelado eje 19[Npayds Auepy =
"95BD [BN)OE 3Y] JOJ S 7

u_EQmwnu meOUm__,: _Dchwa~>>OI 79 cgoﬂucmv_ohmq@_
‘pausie e s1 y sdeyu

:pjoy suondwnsse |[e JI UaA] 7 o pouSieun

198a3u1 319-g ue S1 31 L

0}€ 9 JOU |[IM I3[|043U0D HG-9] 10 -g B uo 493a3ul }1q-$9 e Suipuey =1
{peaayz 4syjoue ur} {peaayz suo ur}
{fe=1} u < 1 41 ST
{speauyz or1dratnw o3 ATTEQOTS 94ETI8P} ‘T 3IUT
iAjreas — ;01 pasau am o(g

¥29yd Apueg

UOI7BZIUOIYDUAS 9 UOIIBDIUNWWOD)

(69¢ a8ed 0) dn ,uoneziuosyouAs ¥ uone: u0D), :£ 4ordeyd) g5/ jo g5z oed Ausionlun) [euoneN uelensny ayy sowwiz -y 9MN 0207 O

suaddey ued jeyy 1s10m ays s, 1By

{peouyl usyjoue ur} {peadyz auo ur}
{fe=1} u <1 41 ST

{speauyy o1dratnw o3 ATTEQOT8 94ETO8pP} ‘T 3JUT
éAjreas — 01 pasu am o
¥29yd Apueg

UOIJBZIUOIYDIUAS 9 UOI3eDIUNWWO))




(69¢ 286 01y2UAS » UONEIIUNWLWO; o1deyo) g6/ jo 9z ased Ausionlun [euoneN uelensny ayy owwiz "y am

SUOI309s [e213LID 10} palinbal aue
suonesado uoneziuoayduAs |npramod auop =

juonipuod uoneziuoiyduAs ayj [jod o) pasinbai st Sunrem-Asnq -
{SUOI}D3S [BD131ID Ul UOISN|DXd [enjnw [esauad 10y 3|qeuns jou si *
*** INq ‘uoireziuoiyduis uonipuod ajdwis 1oy 3o st poylow Sejy Alowaw

ISUOI}IPUOD UOIIBZIUOIYDUAS d3edipul 0} Sejy e se
Sunesado ajqerrea d1wole (9zis-piom) e uo 9a.3e sassad0id JO1asy e

:5955920.1d OM] UDIM]D( BDIE AJOWDAW pPaleys e SI 24ay} Jey) Jayiny Suiwinssy

sdely Aq uoneziuoayouAs uonipuo)

uonezIuoYIUAs spremoj

UOI3BZIUOIYDUAS 9 UOIIBDIUNUWIWOD)

(69¢ o8ed 0y dn ,,uq ), ) 86/ Jo £97 aSed Aussonun

ISUOIHPUOD UOIIBZIUOIYDUAS 33edipul 0} Sejy e se
Sunresado ajqeriea djwoe (9z1s-pi1om) e uo 22.3e s9ssa004d JO 1S Y e

:5955920.1d OM) USIM)Q A AlOWaW paJeys e SI a1ay) Jeyl Jayliny Surwnssy

sdely Aq uoneziuoayouAs uonipuo)H

uonezIuoYIUAS spremoj

UOIIBZIUOIYDIUAS 9 UOIIBIUNWIUWO))

(69¢ o8ed IAS 3 0, 6/ JO $97 o8ed SNy DY U7 "y O

[9 | AX]'A < [V | X]‘g — v :suoneiado jo aduanbag

{Zd pue {ld pu®
‘g juswalels A Juswalels

TIT3un

{y juawalels (X juawalels
‘Zd ssadoud ‘1d ssadoud
‘9sTe4 =: ueatooq : Seld Jea
sdely Aq uoneziuoayouAs uonipuo)

uonezIuoyIUAs spremoj

UOI7BZIUOIYDUAS 9 UOIIBDIUNWWOD)

(69¢ 98ed 0y dn uonez »i ) 852 40 29z 98ed A v auL “owiz Y aMN 0202 O

9|qBAISSO JOAD S| 9N[BA D)0 OU PUB — @S = XJO @ = X JOYIID Ul }|NSdI [[IM

005 =: X | 9 = X
:A[JUa.11NdU0D |92 Alowaw pausdife ue 0}
(,p10M, ® JO 97IS BY) UBY] J9PIM Jou) sanjea om] Suiudisse "ol

:A}1D1WOo)e ssadde-piom :uonduwnssy

sdely Aq uoneziuoayouAs uonipuo)

uonezIuoYIUAS Spremoj

UOIJBZIUOIYDIUAS 9 UOI3eDIUNWWO))




Communication & Synchronization

Basic synchronization

by Semaphores
Basic definition (Dijkstra 1968)

Assuming the following three conditions on a shared memory cell between processes:

* asetof processes agree on a variable S operating as a
flag to indicate synchronization conditions

* an atomic operation P on S — for ‘passeren’ (Dutch for ‘pass’):
P(S): [as soon as S > @ then S := S - 1] this is a potentially delaying operation
aka: ‘Wait’, ‘Suspend_Until_True’, ‘sem_wait’, ...

* an atomic operation Von S — for ‘vrygeven’ (Dutch for ‘to release’):
V(S):[S := S + 1]
aka ‘Signal’, ‘Set-True’, ‘sem_post’, ...

w then the variable S is called a Semaphore.

©2020 Uwe R. Zimmer, The Australian National University page 266 of 758 (chapter 3: “Communication & Synchronization” up to page 369)

Communication & Synchronization

Towards synchronization

Mutual exclusion by semaphores

var mutex : semaphore := 1;

process P1; process P2;
statement X; statement A;

statement Y; statement B;

statement Z; statement C;
end P1; end P2;

Sequence of operations:
A=B~CX~Y~Z[XZ|ABCIAC|XY,Z,—-[B Y]
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Communication & Synchronization

Towards synchronization

Condition synchronization by semaphores

var sync : semaphore := 0;

process P1; process P2;
statement X; statement A;

statement Y; statement B;
end P1; end P2;

Sequence of operations: A =~ B;[X | A] = Y;[X,Y | B]
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Communication & Synchronization

Towards synchronization

Semaphores in Ada

package Ada.Synchronous_Task_Control is
type Suspension_Object is limited private;

procedure Set_True (S : in out Suspension_Object);
procedure Set_False (S : in out Suspension_Object);
function Current_State (S : Suspension_Object) return Boolean;
procedure Suspend_Until_True (S : in out Suspension_Object);

private I

not specified by the language ‘ s This is "queueless” and can translate
GRS G R G, SO RS ‘ into a single machine instruction.

only one task can be blocked at Suspend_Until_True!
(Program_Error will be raised with a second task trying to suspend itself)

15 no queues! i minimal run-time overhead
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Communication & Synchronization

Towards synchronization

Semaphores in Ada

package Ada.Synchronous_Task_Control is
type Suspension_Object is li=#*—"rivate;

L otherwise: out Suspension_Object);
= for special cases only out Suspension_Object):
spension 2074 ‘t) e h ;

procedure Suspend_Until_True (S : in out S Spel i P\*,v )
private \

not speci f1ed hv the lang\ag
end Ada. Synchronous i« CL‘F(
only one task can be b\ucked at Suspend_Until_True!
(Program_Error will be raised with a second task trying to suspend itself)

1= No queues! 1= minimal run-time overhead

©2020 Uwe R. Zimmer, The Australian National University page 270 of 758 (chapter 3: “Communication & Synchronization” up to page 369)

Communication & Synchronization

Towards synchronization

Malicious use of "queueless semaphores"

with Ada.Synchronous_Task_Control; use Ada.Synchronous_Task_Control;
X, Y : Suspension_Object;

task B; task A;
task body B is task body A is
begin begin

Suspend_Until_True (Y); Suspend_Until_True (X);
Set_True (X); Set_True (Y);

end B; end A;

1> Will result in a deadlock (assuming no other Set_True calls)
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Communication & Synchronization

Towards synchronization

Malicious use of "queueless semaphores”

with Ada.Synchronous_Task_Control; use Ada.Synchronous_Task_Control;
X : Suspension_Object;

LERLH task A;
task body B is task body A is
begin begin

Suspend_Until_True (X); Suspend_Until_True (X);

ww Could raise a Program_Error as multiple tasks potentially suspend on the same semaphore

(occurs only with high efficiency semaphores which do not provide process queues)
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Communication & Synchronization

Towards synchronization

Malicious use of "queueless semaphores"

with Ada.Synchronous_Task_Control; use Ada.Synchronous_Task_Control;
X, Y : Suspension_Object;

task B; task A;
task body B is task body A is
begin begin

Suspend_Until_True (X);
Suspend_Until_True (Y);

Suspend_Until_True (Y);
Suspend_Until_True (X);

end B; end A;

i Will potentially result in a deadlock (with general semaphores)
or aProgram_Error in Ada.
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Communication & Synchronization

Towards synchronization
Semaphores in POSIX

— |
(

‘ pshared is actually a Boolean indicating whether the \
semaphore is to be shared between processes J

L B

sem_init (sem_t *sem_location, int pshared, unsigned int value);
sem_destroy (sem_t *sem_location);

sem_wait (sem_t *sem_location);
sem_trywait (sem_t xsem_location);
sem_timedwait (sem_t *sem_location, const struct timespec *abstime);

sem_post (sem_t *sem_location);

sem_getvalue (sem_t *sem_location, int xvalue);

svalue indicates the number of waiting processes as a —\

ive i i value is zero
‘ negative integer in case the semaphore
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Communication & Synchronization

Towards synchronization

Semaphores in POSIX

sem_t mutex, cond[2]; void (priority_t P)
typedef emun {low, high} priority_t; {
int waiting; sem_wait (&mutex);
int busy; busy = 0;
sem_getvalue (&cond[high], &waiting);
void (priority_t P) if (waiting < @) {
{ sem_post (&cond[highl);
sem_wait (&mutex); ¥
if (busy) { else {
sem_post (&mutex); [ sem_getvalue (&cond[low], &waiting);
sem_wait (&cond[P]); Deadlock? if (waiting < @) {
3 sem_post (&cond[low]);
busy = 1; }
sem_post (&mutex); Mutual exclusion? else {
sem_post (&mutex);

Y1}

Livelock?
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Communication & Synchronization

Towards synchronization

Semaphores in Java since 2004

Semaphore (int permits, boolean fair)

void acquire O

void acquire (int permits) ffi*f*i

void acquireUninterruptibly (int permits) \Ll’ﬁj

boolean tryAcquire O 7

boolean tryAcquire (int permits, long timeout, TimeUnit unit)

int availablePermits O — . |
protected void reducePermits (int reduction) | check and manipulate
int drainPermits O L —

void  release O \<777.7717

void release (int permits) L S
protected Collection <Thread> getQueuedThreads ()

int getQueuelLength O S

boolean hasQueuedThreads O administration I‘

boolean isFair O
String toString O
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Communication & Synchronization

Towards synchronization

Review of semaphores

Semaphores are not bound to any resource or method or region

1> Compiler has no idea what is supposed to be protected by a semaphore.
Semaphores are scattered all over the code

1= Hard to read and highly error-prone.

1= Adding or deleting a single semaphore operation usually stalls a whole system.

1z Semaphores are generally considered
inadequate for non-trivial systems.

(all concurrent languages and environments offer
efficient and higher-abstraction synchronization methods)

i Special (usually close-to-hardware) applications exist.
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Communication & Synchronization

Distributed synchronization

Conditional Critical Regions

Basic idea:

» Critical regions are a set of associated code sections in different processes,
which are guaranteed to be executed in mutual exclusion:

e Shared data structures are grouped in named regions
and are tagged as being private resources.

* Processes are prohibited from entering a critical region,
when another process is active in any associated critical region.

¢ Condition synchronisation is provided by guards:

¢ When a process wishes to enter a critical region it evaluates the guard (under mu-
tual exclusion). If the guard evaluates to false, the process is suspended / delayed.

¢ Generally, no access order can be assumed = potential livelocks
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Communication & Synchronization

Distributed synchronization

Review of Conditional Critical Regions

Well formed synchronization blocks and synchronization conditions.

Code, data and synchronization primitives are associated (known to compiler and runtime).

All guards need to be re-evaluated, when any conditional critical region is left:
= all involved processes are activated to test their guards

i there is no order in the re-evaluation phase = potential livelocks

Condition synchronisation inside the critical code sections
requires to leave and re-enter a critical region.

As with semaphores the conditional critical regions are distributed all over the code.

i on a larger scale: same problems as with semaphores.

(The language Edison (Per Brinch Hansen, 1981) uses conditional critical regions for synchroniz-
ation in a multiprocessor environment (each process is associated with exactly one processor).)
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Communication & Synchronization
Distributed synchronization

Conditional Critical Regions
buffer : buffer_t;
process producer; process consumer;
loop loop

do do
place in buffer etc. take from buffer etc.

end loop; end loop;
end producer; end consumer;
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Communication & Synchronization

Centralized synchronization

Monitors

(Modula-1, Mesa — Dijkstra, Hoare)

Basic idea:

Collect all operations and data-structures shared in critical regions in one place, the monitor.
Formulate all operations as procedures or functions.
Prohibit access to data-structures, other than by the monitor-procedures and functions.

Assure mutual exclusion of all monitor-procedures and functions.
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Communication & Synchronization — Communication & Synchronization

Centralized synchronization Centralized synchronization

Monitors Monitors with condition synchronization

(Hoare ‘74)
buffer;

export append, take; Hoare-monitors:

* *
var ( declare protected vars ) * Condition variables are implemented by semaphores (Wait and Signal).
procedure append (I : integer); * Queues for tasks suspended on condition variables are realized.
. ¢ Asuspended task releases its lock on the monitor, enabling another task to enter.
procedure take (var I : integer);

1 More efficient evaluation of the guards:

be%in' i tialisation %) How to implement the task leaving the monitor can evaluate all guards and the right tasks can be activated.
initialisation

end; conditional synchronization? 1> Blocked tasks may be ordered and livelocks prevented.
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Communication & Synchronization - Communication & Synchronization

Centralized synchronization Centralized synchronization

Monitors with condition synchronization Monitors with condition synchronization

buffer;

export append, take; procedure take (var I : integer);

. begin
LI L UL RO SR I S if NumberInBuffer = @ then
(g LR : ?"5128_1; (itemavailable);
NumberInBuffer . integer; .
. . . . end if;
spaceavailable, itemavailable : condition; I := BUF[base]:

procedure append (I : integer); base := (base+1) mod size; The signalling and the
begin NumberInBuffer := NumberInBuffer-1;
if NumberInBuffer = size then (spaceavailable);
(spaceavailable); end take;
end if; begin (x initialisation x*)
BUF [top] :=I; NumberInBuffer := 0;
NumberInBuffer := NumberInBuffer + 1; top 1= 0;
top := (top + 1) mod size; base =0
(itemavailable) end;
end append; ..

waiting process are both
active in the monitor!
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