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Towards synchronization

process P1;
  statement X;

  wait (mutex);
    statement Y;
  signal (mutex);

  statement Z;
end P1;

process P2;
  statement A;

  wait (mutex);
    statement B;
  signal (mutex);

  statement C;
end P2;

Mutual exclusion by semaphores

var mutex : semaphore := 1;

Sequence of operations:
A B C< < ; X Y Z< < ; , , ,X Z A B C;6 @; , , ,A C X Y Z;6 @; B YJ ;6 @
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Basic synchronization

by Semaphores
Basic defi nition (Dijkstra 1968)

Assuming the following three conditions on a shared memory cell between processes:

• a set of processes agree on a variable S operating as a 
fl ag to indicate synchronization conditions

• an atomic operation P on S — for ‘passeren’ (Dutch for ‘pass’):

P(S): [as soon as S > 0 then S := S - 1]  this is a potentially delaying operation

aka: ‘Wait’, ‘Suspend_Until_True’, ‘sem_wait’, …

• an atomic operation V on S — for ‘vrygeven’ (Dutch for ‘to release’):

V(S): [S := S + 1]

aka ‘Signal’, ‘Set-True’, ‘sem_post’, …

 then the variable S is called a Semaphore.

269

Communication & Synchronization

© 2020 Uwe R. Zimmer, The Australian National University page 269 of  758  (chapter 3: “Communication & Synchronization” up to page 369)

Towards synchronization

Semaphores in Ada

package Ada.Synchronous_Task_Control is

  type Suspension_Object is limited private;

  procedure Set_True           (S : in out Suspension_Object);
  procedure Set_False          (S : in out Suspension_Object);
  function  Current_State      (S :        Suspension_Object) return Boolean;
  procedure Suspend_Until_True (S : in out Suspension_Object);

private
  … ------ not specified by the language
end Ada.Synchronous_Task_Control;

only one task can be blocked at Suspend_Until_True! 
(Program_Error will be raised with a second task trying to suspend itself)

 no queues!  minimal run-time overhead

 This is "queueless" and can translate 

into a single machine instruction.
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Towards synchronization

process P1;
  statement X;

  wait (sync)

  statement Y;
end P1;

process P2;
  statement A;

  signal (sync);

  statement B;
end P2;

Condition synchronization by semaphores

var sync : semaphore := 0;

Sequence of operations: A B< ; X A Y<;6 @ ; ,X Y B;6 @
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Towards synchronization

Malicious use of "queueless semaphores"
with Ada.Synchronous_Task_Control; use Ada.Synchronous_Task_Control;
X, Y : Suspension_Object;

task B;
task body B is
begin
  …
  Suspend_Until_True (Y);
  Set_True (X);
  …
end B;

task A;
task body A is
begin
  …
  Suspend_Until_True (X);
  Set_True (Y);
  …
end A;

 Will result in a deadlock (assuming no other Set_True calls)

270

Communication & Synchronization

© 2020 Uwe R. Zimmer, The Australian National University page 270 of  758  (chapter 3: “Communication & Synchronization” up to page 369)

Towards synchronization

Semaphores in Ada

package Ada.Synchronous_Task_Control is

  type Suspension_Object is limited private;

  procedure Set_True           (S : in out Suspension_Object);
  procedure Set_False          (S : in out Suspension_Object);
  function  Current_State      (S :        Suspension_Object) return Boolean;
  procedure Suspend_Until_True (S : in out Suspension_Object);

private
  … ------ not specified by the language
end Ada.Synchronous_Task_Control;

only one task can be blocked at Suspend_Until_True! 
(Program_Error will be raised with a second task trying to suspend itself)

 no queues!  minimal run-time overhead

chronous_Task_Control is
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Towards synchronization

Malicious use of "queueless semaphores"
with Ada.Synchronous_Task_Control; use Ada.Synchronous_Task_Control;
X, Y : Suspension_Object;

task B;
task body B is
begin
  …
  Suspend_Until_True (Y);
  Suspend_Until_True (X);
  …
end B;

task A;
task body A is
begin
  …
  Suspend_Until_True (X);
  Suspend_Until_True (Y);
  …
end A;

 Will potentially result in a deadlock (with general semaphores) 
or a Program_Error in Ada.
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Towards synchronization

Malicious use of "queueless semaphores"
with Ada.Synchronous_Task_Control; use Ada.Synchronous_Task_Control;
X : Suspension_Object;

task B;
task body B is
begin
  …
  Suspend_Until_True (X);
  …
  …
end B;

task A;
task body A is
begin
  …
  Suspend_Until_True (X);
  …
  …
end A;

 Could raise a Program_Error as multiple tasks potentially suspend on the same semaphore
(occurs only with high effi ciency semaphores which do not provide process queues)
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Towards synchronization

Semaphores in Java (since 2004)

Semaphore (int permits, boolean fair)

          void    acquire                ()
          void    acquire                (int permits)
          void    acquireUninterruptibly (int permits)
          boolean tryAcquire             ()
          boolean tryAcquire             (int permits, long timeout, TimeUnit unit) 

          int     availablePermits       ()
protected void    reducePermits          (int reduction)
          int     drainPermits           ()

          void    release                ()
          void    release                (int permits)

protected Collection <Thread> getQueuedThreads ()
          int     getQueueLength         ()
          boolean hasQueuedThreads       ()
          boolean isFair                 ()
          String  toString               ()

wait

signal

check and manipulate

administration

}}
gggg ong tgg
}
nnnggggggng
}
nnggggggng

}}}}}

}}
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Towards synchronization

Semaphores in POSIX

int sem_init      (sem_t *sem_location, int pshared, unsigned int value);
int sem_destroy   (sem_t *sem_location);

int sem_wait      (sem_t *sem_location);
int sem_trywait   (sem_t *sem_location);
int sem_timedwait (sem_t *sem_location, const struct timespec *abstime);

int sem_post      (sem_t *sem_location);

int sem_getvalue  (sem_t *sem_location, int *value);

pshared is actually a Boolean indicating whether the 

semaphore is to be shared between processes

aarererr

tionalonal UnivU ersity page 274 ofy 758 (chapter 3: “Communication & Synchronization” u8tioionallll UnivU iU iUnivU iU i ersitersiti y page 274 ofy 758 (chapter 3: “Communication & Synchronization” u8

*value indicates the number of waiting processes as a 

negative integer in case the semaphore value is zero
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Towards synchronization

Review of semaphores
• Semaphores are not bound to any resource or method or region

 Compiler has no idea what is supposed to be protected by a semaphore.

• Semaphores are scattered all over the code

 Hard to read and highly error-prone.

 Adding or deleting a single semaphore operation usually stalls a whole system.

 Semaphores are generally considered 
inadequate for non-trivial systems.

(all concurrent languages and environments offer 
effi cient and higher-abstraction synchronization methods)

 Special (usually close-to-hardware) applications exist.
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Towards synchronization

Semaphores in POSIX
sem_t mutex, cond[2];
typedef emun {low, high} priority_t;
int waiting;
int busy;

void allocate (priority_t P)
{ 
  sem_wait (&mutex);
  if (busy) {
    sem_post (&mutex);
    sem_wait (&cond[P]);
  }
  busy = 1;
  sem_post (&mutex);
}

void deallocate (priority_t P)
{ 
  sem_wait (&mutex);
  busy = 0;
  sem_getvalue (&cond[high], &waiting);
  if (waiting < 0) {
    sem_post (&cond[high]);
  }
  else {
    sem_getvalue (&cond[low], &waiting);
    if (waiting < 0) {
      sem_post (&cond[low]);
    }
    else {
      sem_post (&mutex);
} } }

 
 
 
 

   

   

Deadlock?

Livelock?

Mutual exclusion?
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Distributed synchronization

Review of Conditional Critical Regions

• Well formed synchronization blocks and synchronization conditions.

• Code, data and synchronization primitives are associated (known to compiler and runtime).

• All guards need to be re-evaluated, when any conditional critical region is left:

 all involved processes are activated to test their guards

 there is no order in the re-evaluation phase  potential livelocks

• Condition synchronisation inside the critical code sections
requires to leave and re-enter a critical region.

• As with semaphores the conditional critical regions are distributed all over the code.

 on a larger scale: same problems as with semaphores.

(The language Edison (Per Brinch Hansen, 1981) uses conditional critical regions for synchroniz-
ation in a multiprocessor environment (each process is associated with exactly one processor).)
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Distributed synchronization

Conditional Critical Regions

Basic idea:

• Critical regions are a set of associated code sections in different processes, 
which are guaranteed to be executed in mutual exclusion:

• Shared data structures are grouped in named regions 
and are tagged as being private resources.

• Processes are prohibited from entering a critical region, 
when another process is active in any associated critical region.

• Condition synchronisation is provided by guards:

• When a process wishes to enter a critical region it evaluates the guard (under mu-
tual exclusion). If the guard evaluates to false, the process is suspended / delayed.

• Generally, no access order can be assumed  potential livelocks
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Centralized synchronization

Monitors
(Modula-1, Mesa — Dijkstra, Hoare)

Basic idea:

• Collect all operations and data-structures shared in critical regions in one place, the monitor.

• Formulate all operations as procedures or functions.

• Prohibit access to data-structures, other than by the monitor-procedures and functions.

• Assure mutual exclusion of all monitor-procedures and functions.
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Distributed synchronization

process producer;

  loop

    region critial_buffer_region
      when buffer.size < N do
        ------ place in buffer etc.
    end region;

  end loop;
end producer;

process consumer;

  loop

    region critial_buffer_region
      when buffer.size > 0 do
        ------ take from buffer etc.
    end region;

  end loop;
end consumer;

Conditional Critical Regions

buffer : buffer_t;
resource critial_buffer_region : buffer;
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Centralized synchronization

Monitors with condition synchronization
monitor buffer;

  export append, take;

  var BUF                       : array [ … ] of integer;
  top, base                     : 0..size-1;
  NumberInBuffer                : integer;
  spaceavailable, itemavailable : condition;

  procedure append (I : integer);
  begin
    if NumberInBuffer = size then
      wait (spaceavailable);
    end if;
    BUF [top] := I; 
    NumberInBuffer := NumberInBuffer + 1;
    top := (top + 1) mod size;
    signal (itemavailable)
  end append; …
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Centralized synchronization

Monitors

monitor buffer;

  export append, take;

  var (* declare protected vars *)

  procedure append (I : integer);
    …

  procedure take (var I : integer);
    …
begin
  (* initialisation *)
end;

How to implement 

conditional synchronization?
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Centralized synchronization

Monitors with condition synchronization
…
  procedure take (var I : integer);
  begin
    if NumberInBuffer = 0 then
      wait (itemavailable);
    end if;
    I := BUF[base];
    base := (base+1) mod size;
    NumberInBuffer := NumberInBuffer-1;
    signal (spaceavailable);
  end take;
begin (* initialisation *)
  NumberInBuffer := 0;
  top            := 0; 
  base           := 0
end;

The signalling and the

waiting process are both

active in the monitor!
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Centralized synchronization

Monitors with condition synchronization
(Hoare ‘74)

Hoare-monitors:

• Condition variables are implemented by semaphores (Wait and Signal).

• Queues for tasks suspended on condition variables are realized.

• A suspended task releases its lock on the monitor, enabling another task to enter.

 More effi cient evaluation of the guards: 
the task leaving the monitor can evaluate all guards and the right tasks can be activated.

 Blocked tasks may be ordered and livelocks prevented.
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